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GoolRC Neue Wifi Mini i-Spy RC Tank Car RC Ferngesteuerte
Kamera Autos Happy Cow 777-270 mit 30W Pixel Camera

Support iPhone iPad iPod Controller h
von GoolRC
WYrYryriy ¥ 3 Kundenrezensionen | 11 beant

Hinweis: Dieser Artikel ist nur bei Drittanbietern erhalt

Erhaltlich bei diesen Anbietern.
1 neu ab EUR 47,99

Farbe: grau

-~
cg* ab EUR 47,99

-
e§» ab EUR 47,99

» kompaktes und leichtes Design. a
» qualitativ hochwertige und langlebige Leistung. |

» Happy Cow 777-270 Wifi RC Auto mit 0.3MP Kamei
Fur groiere Ansicht Maus Uber das Bild ziehen » Langdistanz-Fernbedienung & flexible Bewegung kc m
» Kontrolle durch Wi-Fi, kénnen 18-Meter lange Strec}

Blog: http://www.ich-glaube-es-hackt.de Twitter: @comedyhacker




Wi Fi
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attention! BRI

A\ Dictionary attack defense is enabled.

You have up to 10 attempts and will be blocked for 1 hour if used up.
Now,you will be blocked for 57 minutes and 48 seconds

B —
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la eth0: Captaring =Wireshark:
File Edit View Go Capture Analyze Statistics Help

~ [ - 1 H > Jl o = | AT
= 2 B hkesryFeEE acaal §¥EHX O
“Z]Eilter:“ l - ” 4k E H 4 QIearH S Apply‘
No. . Time Source Destination ol |Info el
940 1o0529.951107 WiSLIurn_vrs.urs.€C Dl uduLds L WU 11dS 129£. 1U0. L. 204! gLl 19£.100.1.00 [
47 139.931463 ThomsonT_08:35: 4f Wistron_07:07: 192.168.1.254 1s at 00:90:d0:08:35: 4f
48 139.931466 192.168.1.68 192.168.1.254 Standard query A www.google.com =
49 139.975406 192.168.1.254 192.168.1.68 Standard query response CNAME www.l.google.com A 66.102.9.99

. 197811 .102.9.99

EO 1AN 210210 e 10D 0 00 107 180 1 &0 TCD h++n -~ &27210 [cvn

62216 > http [ACK] Seq n=65780 Len=0

[

ACK] Can—0 Acl—1 Wan—S7290 | an—n _McC=1420 V|

D

P Frame 1 (42 bytes on wire, 42 bytes captured)

P Ethernet II, Src: Vmware_38:eb:0e (00:0c:29:38:eb:0e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Address Resolution Protocol (request)

oooo ff ff ff ff ff ff 00 6c 29 38 eb Ge 08 06 00 01 ........ )8......

0010 08 00 06 04 00 01 00 Oc 29 38 eb Oe cO a8 3980 ........ )8....9

0020 OO OO OO OGO OO GO cO a8 39 02 Liaae.. S.

eth0: <live capture in progress=> Fil... = Packets: 445 Displayed: 445 Marked: 0 Profile: Default

~
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FULL SCREEN
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JR— ‘ FULL SCREEN

SETTING HELP ABOUT
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http://192.168.1.1/set_params.cgi?user=admin&pwd=&json=1&ssid=88888888&save=1&reboot=1

set params.cgl %@6\
user=admin&pwd=
ssid=88888888
save=1
reboot=1
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TRIAL AND ERROR

set ERROR counter to zero

192.168.1.1/
set_params.cgi?user=admin&pwd=&json=1
&error_times=0&save=1

read STATUS
http://192.168.1.1/get_badauth.cgl
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Mene Tops Toy-Swaerung

< 7/2{%«3%2#)«&

Blog: http://www.ich-glaube-es-hackt.de Twitter: @comedyhacker



® OFFLINE ® ONLINE ® OFFLINE ® ONLINE ® OFFLINE ® ONLINE

Tempomat AN 19 °Cﬂ Tempomat AN 25 °Cﬂ Tempomat AUS 38 °C@

n/v n/v n/v
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WIN A
RASPBERRY PI 2 (1GB)

Be the first to control the dildo.

a) download app Vibratissimo

b) connect to dildo via bluetooth
c) vibrate the dildo

d) you are a winner!
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Fle Edt View Go Capture Analyze Statistics Help

[ B ke F L EB @8

() siter: U ‘ 4 clear | o appy|
info

No.. |Time Source Destination ol |

47 139.931463 ThomsonT_08:35: Wistron_07:07; 192.168.1.254 is at 00:90:d0:08:35:4f
48 139.931465 192.168.1.68 152.168.1.25: Standard query A wiw.google. com

49139.675406 192.168.1.254 192.168.1. 68 Standard query response CNAME ww..google.com A 66.102.9.99
50 139.976811 192.16.1.68 65.102.9.99 62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1450 WS=2

b Frame 1 (42 bytes on wire, 42 bytes captured)
b Ethernet II, Src: Vmware_38:eb:0s (00:0c:2
b Address Resolution Protocol (request)

8:eb:0e), Dst: Broadcast (ff:ff:ff:ff:ffiff)

#f £f £f 00 0c 29 38 eb Oe 0B 06 00 O1
04 00 01 00 0c 29 38 b Oe cO a8 39 80
0000 00 cO a8 39 02

etho; <live capture in progress> Fi... ~ Packets: 445 Displayed: 445 Marked: 0 Profile: Default
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ELTing = Wireshark. =]

W

Fle Edt View Go Capture Analyze Statistics Help

B e & B & e

7 EB8 el @PEX O

‘MF\\ter [

No.. Time g
47 139,
48130 Standard query A wav.google.con

Standard query response CNAME wa. L.google. com A 66.102.9.99
62216 > http [SYN] Seq=0 Win=B152 Len=0 MSS=1460 I

b Frame 1 (42 bytes on wire, 42 bytes captured)
b Ethernet II, Src: Vmware_38:eb:Oe (00:0c:20
b Address Resolution Protocol (request)

Fffrff:1f)

:ebzOe), Dst: Broadcast (ff:ff:

©000 f ff ff ff ff ff 00 0c 29 38 eb Oe 08 06 0O O1
0010 08 00 06 04 00 01 00 Oc 29 38 eb Oe cO a8 39 80
0020 00 00 00 00 00 00 c0 a8 39 02

etho: <live capture in progress> Fil... _ Packets: 445 Displayed: 445 Marked: 0 Profile: Default

PUT request

http://192.168.2.2/api/H42VLZylzAM3atNKhlgVigZsrNokZWfMqqYpyYCH/lights/3/state
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B0y C:

BELTING P WWirBEhares EEE)

Les¥F L EB caaal @HEX O

fle Edt View Go Capture Analyze Statistics Help
8 e &
[@sier [ [+ g ¥

No.. |Time Source Destination
47 139.931463 ThomsonT_0e: 35:4f

48 139.931466 192.168. 1.,

49 139.975406 192.168.1..

50 139.

4 clear | & App\y‘

8:35: 4f

standard query A wiw.google. com
Standard query response CNAME www..google.com A 66.102.9.99

62216 > htty 20=0 Win=8192 Len=0 MSS=1460 WS=2

b Frame 1 (42 bytes on wire, 42 bytes captured
b Ethernet II, Src: Vmware_38:eb:0e (00:0c:2: :0e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

b Address Resolution Protocol (request)
0000 ff ff ff ff ff ff 00 Oc 29 38 eb Oc 08 06 00 OL ........
0010 08 00 06 04 00 O1 00 OC 29 38 eb Oc €0 a8 3980  ........ °

0020 00 00 00 00 00 00 c0 a8 39 02

etho: <live capture in progress> Fil... _ Packets: 445 Displayed: 445 Marked: 0 Profile: Default

H42VLZylzAM3atNKhlgVigZsrNokZWfMqqYpyYCH

- Brute Force with CURL: 25 API keys / secon

(too slow, ineffective)

- CURL status while button pressed
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PUT request

http://192.168.2.2/api/H42VLZylzAM3atNKhigVigZsrNokZWfMqqYpyYCH/lights/3/state

PUT parameters

hue = 0-65535 (the lamp)

sat (saturation) 0-255

bri (brightness) 0-255

ct (colortemp) 153-500

alert = none, select, Iselect (=one or endless flash)
effect = none, colorloop

transitiontime n (x100ms e.g. 4=400ms)
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[SEE)

Qaf $M¥m K e

PUT request

http://192.168.2.2/api/H42VLZylzAM3atNKhlgVigZsrNokZW{fMqqYpyYCH/lights/3/state
Parameters: ct=300

CURL PUT request

curl -X PUT -d {"ct":300}' http://192.168.2.2/api/H42VL Zylz(...)ZVWfMqqYpyY CH/lights/3/state;

* allows programming in PHP, Perl, etc *
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loT security today ...

. must be cheap

. must be first on market

. manufacturer is good in what he does
. but has no idea about IT security
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loT security tomorrow ...

... must be tested from 3rd parties
... must be secured by design
... updates must be available
at least for the planned lifetime of the device

How! By law!
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